Al/16/260R7 AB:2A 2124154183 U MGETMENT AnD REFOR PAGE  ALl/B4

UNTTED STATES REFRESENTATIVE FOR
UMITED NATIONS MANAGEMENT AND REFORM

140 EAsT 45 STREET January 16, 2007
NEW YORK, N.Y. 10017

Dear Mr. Mellett,

I enjoyed our discussion over breakfast this morning and I understand that Mr.
Dervis is currently on travel.

Thank you again for allowing me to lead a United States Mission to the United
Nations Management Review Section (USUN MR) tcam on an in person review of
certain UNDP DPRXK internal audits on January 11, 2007. At the meeting UNDP made
available three (3) Internal Audits (1999, 2001, 2004) for USUN’s on site review (no
photocopies permitted).

Far your information the following specific points and conclusions were drawn
dircetly from the Audits during the Six (6) hour in person review by USUN MR.! The
Audits reveal that:

1. UNDP local staff 1s dominated by DPRK. government employees;

2. UNDP DPRK government employees have performed financial
and program managerial core functions in violation of [INDP
rules;

3 The DPRK government insists upon and UNDP payvs cash to local
DPREK government suppliers in violation of UNDP rules;

4. UNDP funds DPRK controlled projects without the oversight
required by UNDP rules;

5. There is no audit review of DPRK controlled programs in violation
of UNDP rules:

Mr. Ad Mclkert,
Associate Administrator,
United Nations Development Program,
One United Nations Plaza, Room DC1-2118,
Wew York, New York 10017,

' USUN relies solely on the accuracy of these KPMG and UNDP internal audits in detertnining the efficacy
of the statements included in this letter,
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6. The DPRK refuses to allow outside audits of any DPRK projects
and instcad cither limits UNDP audits or utilizes “sham” DPREK
audits in violation of UNDP rules,

7. UNDP officials arc not permitted io perform site visits to many
UNDP DPRK projects in violation of UNDP rulcs;

The UNDP program has laudable goals of providing assistance to the North Korcan
peoples. Unfortunately, because of the actions of the DPREK government and the
complicity of UNDP, at least since 1998 the UNDP DPRX. program has been
systematically perverted for the benefit of the Kim Jong Il regime — rather than the people
of Notth Korea. The UNDP DPRK program has for years operated in blatant violation of
UN rules, served as a stcady and large source of hard currency and other resources for the
DPRK. government with minimal or no assurance that UNDP funds and resources are
utilized for legitimate development activities. Importantly, UNDP apparently has failcd
to bring the widespread violation of UNDP rules in the DPRK country program to the
atiention of the UNDP Executive Board.

Each Audit found that the UNDPF DPRK program was only Marginally or
Partially Sufficient indicating, “timely corrective action is required by management.”

As of December 31, 1998, UNDP had three (3) international staff (Resident
Representative “RR”, Deputy “DRR™ and Associate “ARR™) and fourteen (14) local staff
in the DPRK program. 1999 Audit pe. 22 of 50. As of 2001, UNDP had sixteen (16)
total staff — two (2) International 5taff, and fourteen (14) local staff in the DPRK. Of the
14 local staff, three (3) served in program functions and eleven (11) served in
administration and finance functions. 2001 Audit, Aimex pg. 4 of 5. As of 2004 the
UNDP DPRK program consisted of two (2) International staff and twenty-two (22) local
Staff and one SSA (consultant). Of the 22 local staff, nineteen (19) served as general
services stafl and three (3) served as national program officers. 2004 Audit pg. 14 of 57.

All UNDP local staff in the DPRK are seconded from and controlled by the DPRK
government. Various Citations in all Audits, e.g. 2001 Audit pg, 22 of 50. In apparent
violation of UNDP rules, UNDP pays all local staff salaries directly to the DPRK
government, as dictated by the DPREK, which is to then “pass on™ payment to the local
scconded staff. UNDP pays $120.00 per month in a meal allowance directly in cash to
the local staff also in apparent violation of UNDP rules. 2004 Audit pg. 31 of 57.

Local DPRK (government) personnel petform most UNDP office fanctions as local
staff or under SSA or SC’s (consulting contracts) including “core™ functions required to
be performed by international staff in violation of UNDP rules. For example apparently a
local DPRK national working under contract performed the following functions:

* Barnk Signatory and certifying officer functions

¢ Personnel Actions

s Prepares Contracts and Travel Authorizations
Manages Petty Cash and maintains financial records

AZ/84
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* Acts as staff officer to dispose of equipment and supplies

According to UNDP management, “{i]n view of the fact that all National Staff are not
UNDP staff as the DPRK sovernment seconds them and thus they are {(DPRK)
government employees. Therefore in the absence of the tegular international staff we had
no choice but to assign the functions of certifving office and bank signatory to the (local
staff) Special Services Agreement holder....” 2001 Audit pg. 26 of 50. UNDP
management of petty cash 1s inadequate and without appropriate controls. The TINDP
check book is not adequately controlled or kept in a secure location and no check register
15 kept reflecting checks written, ¢.g. 1999 Audit pg. 35-37 of 45.

As of 1999 there were twenty-nine (29) ongoing UNDP projects in the DPREK
with a total budget of $27.86 million, There are two general types of projects:

L. DPRE National Execution programs (WEX) which are “nationally
executed” by the DPRK government with UNDP paid funds. Such
programs constituted 66.7% of all DPRK programs;

2. UUNDP directly executed programs which constituted 28.7% of all
DPREK programs.

1999 Audit pg. 7 of 45. The Audits criticize TUNDP for routinely making direct payments
to the DPRK (supposedly for disbursement) for DPRK NEX Programs. UNDP pays
directly in cash for all local expenditures for UNDP executed programs. 1999 Audit pg.
22 of 45,

UNDP does not use Local Purchase Order (PO’s) forms and all local purchases
ate made with cash. 1999 Audit pg. 4 of 44, Even purchases over $1,000.00 are made in
cash, 1999 Audit pg 38 of 45, Therc are no local DPRK suppliers other than the DPRK
government, the DPRK government fixes all prices, and the DPRK does not accept PO’s.
The DPRK government does not accept checks - only cash.  There are no annual DPRK
government contributions (in-kind or otherwise) towards local in-country UNDP office
costs (“GLOC") — meaning the DPRK charges and UNDP pays the DPRK for all local
office costs ineluding such as rent.? 1999 Audit pg 39 of 45. As a result all of UNDP’s
local expenditures and procurement arc paid in cash directly to the DPRK government.

KPMG sampled certain program projects during the 1999 and 2001 Audits. In

2001 KPMG sampled twelve (12) DPRK projects and found that UNDP did not maintain
financial reports or audits of seven (7) of the 12 sampled projects. 2001 Audit pes. 12-15
of 50. “However it should be noted that the NEX audits (performed by the DPRK
government) are generally defective and do not clearly identify and address issues which
require follow-up.” 2001 Audit pg 17 of 50. There are “serious deficiencies in the NEX
audits” and “it is not possible to ascertain who is actually responsible for carrying out the
NEX audits.... [in the DPRK government].” 2001 Audit pg 18 of 50. “There are no
government (DPRK) auditors as such”™ and each NEX “audit” is carried out by the

* But see 1999 Audit pe 14 ol 15, where ITNDP comuments that Incal contributions are generally office
space and national staf¥ titme,
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respective DPRK ministry designated as government exceuting agent. 2001 Audit pg. 21
of 50.

UNDP rules require at east one (1) project field visit per year. In 1999 KPMG
analyzed a samplc of five (5) selected projects and concluded that there were no project
field visits to three (3) of the projects (for many years). UNDP cannot fulfill the one (1)
project field visit per year rule because the DPREK prohibits foreign visitors (including
UNDP intcrnational staff) from visiting various UNDP DPRK project sites. 1999 Audit

pe. 14 of 50.

Simply put, in the absence of real audits and site visits it 1s impossible for UNDP
to verify whether or not any of the funds paid to the DPRK. for supposed use in UNDP
programs have actually been used for bona fide development purposes or if the DPRK
has converted such funds for its own illicit purposes.

Based on the above described, and disturbing findings as well as the information
exchanged in our earlier correspondence, it is imperative that UNDP shine the bright light
of real oversight on the DPRK program. Without real transparency and without truly
understanding the nature of the UNDP program in DPREK, no Executive Board Member
will be in a position to make an informed decision on the appropriate continuation or
deferral of the DPRK program.

Accordingly, I urge you to immediately institute a full independent and outside
forensic audit of the DPREK. country program going back to at least 1998 with an
emphasis on our concern that the DPRK regimce has converted the development resources
of the UN and UNDP to its own illicit purpeses.

I appreciate all of your help.

Thank vou for your attention to this mattct.

Sincerely,

Al

Mark D, Wallace
Ambassador



