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Annex

Letter dated 12 May 2010 from the Panel of Experts established
pursuant to resolution 1874 (2009) addressed to the President of
the Security Council

[Original: English and French]

On behalf of the Panel of Experts established pursuant to resolution 1874
(2009), I have the honour to transmit herewith, in accordance with paragraph 26 (d)
of the resolution, the final report of the Panel of Experts.

I would appreciate it if the present letter and its annex were brought to the
attention of the members of the Council.

(Signed) David J. Birch
Expert and Coordinator
Panel of Experts established pursuant to resolution 1874 (2009)

(Signed) Masahiko Asada
Expert

(Signed) Victor Comras
Expert

(Signed) Erik Marzolf
Expert

(Signed) Young Wan Song
Expert

(Signed) Alexander Vilnin
Expert

(Signed) Xiaodong Xue
Expert
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Report of the Panel of Experts established pursuant to
resolution 1874 (2009)+

[Original: English]

Summary

The measures imposed by resolution 1718 (2006) and strengthened by
resolution 1874 (2009) include (a) a ban on the provision to and the procurement
from the Democratic People’s Republic of Korea of nuclear-related, other weapons
of mass destruction-related and ballistic missile-related items as well as all arms and

the Committee.

No official allegations have been presented to the Committee since the adoption
of resolution 1718 (2006) concerning the provision of proscribed nuclear-related or
ballistic missile-related items, technology or know-how to or from the Democratic
People’s Republic of Korea. Nevertheless, the Panel of Experts has reviewed several
government assessments, feports of the International Atomic Energy Agency,
research papers and media reports indicating continuing involvement of the
Democratic People’s Republic of Korea in nuclear and ballistic missile-related

———

* The views expressed in the present report are exclusively those of the Panel of Experts and do
not represent those of any others unless otherwise indicated.

10-34840 3




|

$/2010/571

of four non-compliance cases involving arms exports. An analysis of thege cases
indicates that the Democratic People’s Republic of Korea continues to engage in
exporting such proscribed items. In these cases, it has used a number of masking
techniques in order to circumvent the Security Council measures, including false

manifest covering the shipment, alteration and falsification of the information
concerning the original consignor and ultimate consignee, and use of multiple layers
of intermediaries, shell companies, and financial institutions. The Panel of Experts
recommends, in this regard, that extra vigilance be exercised in accordance with
local norms at the first overseas maritime port handling such shipments or trans.

The Panel of Experts also notes that air cargo poses certain other issues and
vulnerabilities. Difficulties involved in the inspection of cargo in an aircraft in transit
and the inability to subject direct flights to inspection leaves in place important
vulnerabilities with fespect to the implementation of the resolutions. The Panel
fecommends that consideration be given by Member States over whose territory such
aircraft may fly, stop or transit that efforts be undertaken in those cases to closely
monitor air traffic to and from Sunan International Airport and other national

techniques to mask its financial transactions, including the use of overseas entities,
shell companies, informal transfer mechanisms, cagh couriers and barter
arrangements. However, it must still, in most cases, rely on access to the
international financial system to complete its financjal operations. In structuring
these transactions, attempts are made to mix illicit transactions with otherwise
legitimate business activities in such a way as to hide the illjcit activity. Therefore,
the Panel of Experts underscores the importance of exercising extra vigilance to
assure that financial transactions and services do not contribute to the Democratic
People’s Republic of Korea’s proscribed activities. Special attention is drawn, in this
regard, to non-proliferation and anti~money-laundering and combating the financing

The Committee has been notified, since the adoption of resolution 1874 (2009),
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The Committee has designated eight entities and five individuals for financial
(and travel in the case of individuals)

that are already design
through the use of aliases.

Special attention is drawn also to the fact that a substantial number of Member
States have not yet filed the national implementation reports called for in the
resolutions. These re
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L.

Introduction

1. In response to the continuing non-compliance of the Democratic People’s
Republic of Korea with its international obligations and following the nuclear test
conducted by the Democratic People’s Republic of Korea on 25 May 2009, the
Security Council adopted resolution 1874 (2009) on 12 June 2009. With that
resolution the Council strengthened measures previously adopted in resolution 1718
(2006) and stressed that the Democratic People’s Republic of Korea must abandon
all its nuclear-related, other existing weapons of mass destruction-related and
ballistic missile-related programmes and return to full compliance with its
international obligations.

2. The adoption by the Security Council of the measures contained in resolution
1874 (2009) followed upon numerous diplomatic bilateral and multilateral attempts
to convince the Government of the Democratic People’s Republic of Korea to
comply fully with its international obligations, including returning at an early date
to and complying with the Treaty on the Non-Proliferation of Nuclear Weapons, to
which the country acceded in 1985,

3. Faced with the Democratic People’s Republic of Korea’s announced
withdrawal from the Treaty on the Non-Proliferation of Nuclear Weapons and its

International Atomic Energy Agency (IAEA) and the Democratic People’s Republic
of Korea (INFCIRC/403), the Security Council, on 11 May 1993, adopted resolution
825 (1993), formally calling upon the Democratic People’s Republic of Korea to

demarches to persuade the Government to return to full compliance with its treaty
obligations, and it agreed to “suspend” its announced withdrawal from the Treaty on
the Non-Proliferation of Nuclear Weapons. After a short period of cooperation, the

3

4. The Democratic People’s Republic of Korea expelled all remaining TIAEA
inspectors on 27 December 2002, and informed the Security Council on 10 Tanuary
2003 that it had decided “to revoke the ‘suspension’ on the effectuation of the
withdrawal from the NPT”.

5. In an effort to defuse growing tension stemming from these actions by the
Democratic People’s Republic of Korea, and to return the Democratic People’s

Nuclear Weapons and IAEA and other international obligations, China, Japan, the
Republic of Korea, the Russian Federation and the United States, on 27 August 2003,

object which was announced by the Democratic People’s Republic of Korea on 4 September
1998 as its first artificial satellite, Kwangmyongsong-l.
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entered into joint talks with the Democratic People’s Republic of Korea (“six-party
talks”). The six-party talks continued over the next two years without producing the
desired results. On 19 September 2005 in the Joint Statement of the Fourth Round of
the Six-Party Talks, the six-party talks participants unanimously reaffirmed that “the
goal of the six-party talks is the verifiable denuclearization for the Korean Peninsula
in a peaceful manner” and the Democratic People’s Republic of Korea “committed
to abandoning all nuclear weapons and existing nuclear programmes and returning,
at an early date, to the Treaty on the Non-Proliferation of Nuclear Weapons and to
IAEA safeguards”. In November 2005, however, the Democratic People’s Republic
of Korea ceased its participation in this six-party process. On 5 July 2006, in
defiance of previous undertakings and Security Council pronouncements, it launched
seven ballistic missiles, including a long-range ballistic missile.2 Condemning these
actions, the Security Council, on 15 July 2006, adopted resolution 1695 (2006),
demanding that the Democratic People’s Republic of Korea “suspend all activities
related to its ballistic missile programme, and in this context re-establish its pre-
existing commitments to a moratorium on missile launching”.3 The resolution also
“requires” all Member States to prevent the provision to, or acquisition from, the
Democratic People’s Republic of Korea of “missile and missile-related items,
materials, goods and technology”. The Council also urged the Democratic People’s
Republic of Korea to abandon all nuclear weapons and existing nuclear programmes,
and to return immediately to the six-party talks without precondition.

6.  Despite these efforts to bring the country back to the six-party talks, on
3 October 2006, the Democratic People’s Republic of Korea announced its intention
to conduct a nuclear test, and, in disregard of the Security Council presidential
statement of 6 October 2006 (S/PRST/2006/41) urging the Democratic People’s
Republic of Korea not to proceed, the Democratic People’s Republic of Korea
announced that it had conducted a nuclear test on 9 October 2006. And, on
14 October 2006, the Security Council adopted resolution 1718 (2006), deciding
under Chapter VII of the Charter of the United Nations that the Democratic People’s
Republic of Korea would, inter alia, abandon all nuclear weapons, existing nuclear
programmes, all other existing weapons of mass destruction and ballistic missile
programmes in a complete, verifiable and irreversible manner. The resolution also
imposed a series of sanction measures against the Democratic People’s Republic of
Korea to compel compliance and established a committee to monitor their
implementation. The resolution also called upon the Democratic People’s Republic
of Korea to return immediately to the six-party talks.

7. With regard to the non-nuclear categories of weapons of mass destruction, i.e.
chemical and biological weapons, the Democratic People’s Republic of Korea
acceded to the Convention on the Prohibition of the Development, Production and

2 This ballistic missile is commonly referred to as Taepodong-2.

3 Unlike nuclear weapons, there is no universally applicable legally binding document that
regulates the development, production, stockpiling, or testing of ballistic missiles. In October
2000, when the First Vice-Chairman of the Democratic People’s Republic of Korea National
Defence Commission, Jo Myong Rok, visited the United States, the Democratic People’s Republic
of Korea undertook with the United States in a joint communiqué of 12 October 2000 that it
“will not launch long-range missiles of any kind while talks on the missile issue continue”, This
so-called moratorium on missile launches has been renewed and reaffirmed in subsequent
agreements, including the Japan-Democratic People’s Republic of Korea Pyongyang Declaration
of 17 September 2002, in which the Democratic People’s Republic of Korea expressed its
intention to “further maintain the moratorium on missile launching in and after 2003”,
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Stockpiling of Bacteriological (Biological) and Toxin Weapons and on Their
Destruction (BWC) in March 1987, but not to the Convention on the Prohibition of
the Development, Production, Stockpiling and Use of Chemical Weapons and on
Their Destruction (CWC). Security Council resolution 1718 (2006) decided under
Chapter VII that the Democratic People’s Republic of Korea would abandon “all
other existing weapons of mass destruction ... programme in a complete, verifiable
and irreversible manner”. Although this decision was not repeated in resolution
1874 (2009), its validity remains in place.

8. The six-party talks were resumed in December 2006, and on 13 February 2007
the parties announced agreement on first phase actions aimed at denuclearization of
the Democratic People’s Republic of Korea. That was followed, on 3 October 2007,
with the agreement on “Second-Phase Actions for the Implementation of the Joint
Statement”. Under these agreements, the Democratic People’s Republic of Korea

for the return of IAEA inspectors. However, the six-party talks reached a new
impasse soon thereafter. And, in September 2008, the Government reversed its
position on the closing of Yongbyon nuclear facilities, requested IAEA to remove
seals and surveillance equipment, and prohibited further IAEA access to the site.4

9. International tensions were further increased in April 2009, as the Democratic
People’s Republic of Korea, acting in contravention of Security Council resolution
1718 (2006), launched a multi-stage ballistic missile> again, which it claimed was
an effort to place an experimental communications satelliteS into orbit. The Security
Council issued a presidential statement on 13 April 2009 (S/PRST/2009/7),
condemning the launch. And, on 14 April 2009, the Democratic People’s Republic
of Korea declared that it would “never participate in such six-party talks nor will it
be bound any longer to any agreement of the talks ...”. It was further stated that the
Democratic People’s Republic of Korea “will boost its nuclear deterrent for self-
defence in every way”. Further ballistic missile launches by the Democratic
People’s Republic of Korea took place in July and October 2009.

10. On 25 May 2009, the Democratic People’s Republic of Korea conducted a
second underground nuclear test, leading the Security Council, on 12 June 2009, to

——— e

4 The Democratic People’s Republic of Korea granted IAEA access to the Yongbyon nuclear
facilities in October 2008 and ceased again all cooperation with the Agency in April 2009, Upon
request from the Government of the Democratic People’s Republic of Korea, the Agency
inspectors departed from the country on 16 April 2009,

5 Derived from “Taepodong-2” and officially identified by the Government of the Democratic
People’s Republic of Korea as “Unha-2”.

¢ Officially identified by the Government of the Democratic People’s Republic of Korea as
"Kwangmyongsong».’l”.
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II.

Background

Il. An understanding of the measures adopted by the Security Council, their
application, implementation and impact requires some discussion of the context in
which these measures have been applied. This includes a review of the principal
reasons cited by the Democratic People’s Republic of Korea for its nuclear-related,
other weapons of mass destruction-related and ballistic missile-related programmes,
as well as the prevailing economic situation in the country.

12. While the decision-making process with regard to the country’s nuclear-
related, other weapons of mass destruction-related and ballistic missile-related
programmes remains unclear, many experts with whom the Democratic People’s
Republic of Korea’s conduct was discussed believe that it is influenced by a mixture
of perceived security concerns and domestic factors. The Democratic People’s
Republic of Korea believes also that its nuclear programme can provide the country
a way to achieve its stated goal of becoming a “strong and prosperous country”
(kangsongdaeguk) by the year 2012 without succumbing to what they view as
“foreign influences”. They also consider their nuclear capability as a valuable asset
that provides them important leverage in dealing with the rest of the world.

13. Two elements that stand out in the calculations of the Democratic People’s
Republic of Korea are its “military first” (Songun) policy and its emphasis on “self
reliance” (Juche). 1t has broadly been reported that the Democratic People’s
Republic of Korea amended its Constitution in 2009 to elevate this “military-first”
policy to a national guiding principle,? thereby solidifying the military’s
pre-eminent role. A number of Government officials stressed to the Panel that these
policies and attendant political uncertainties have seriously complicated dealing
with the Democratic People’s Republic of Korea concerning its nuclear-related,
other weapons of mass destruction-related and ballistic missile-related programmes.

14. While few reliable economic statistics are published by the Democratic
People’s Republic of Korea, several recent reports produced by credible foreign
sources indicate that the Democratic People’s Republic of Korea’s State-directed
economy is suffering from a number of serious setbacks.® The country’s continuous
trade deficits, the lack of foreign currency reserves, chronic food shortages and the
recent currency restructuring have had a substantial negative impact on the overall
economy and the well being of large segments of the general population. While
consensus estimates place per capita income in purchasing power parity (PPP)
values in the range of USS$ 1,700 to USS$ 2,250° (in foreign exchange rate values in
US$ 900 to US$ 1,200) per year, these figures are skewered by a disproportionate
distribution of national income that is devoted to the country’s military programme
and foreign purchases. At the same time, a considerable share of the general rural

7 Article 3 of the new Constitution of the Democratic People’s Republic of Korea stipulates that
the country “is guided in its activities by the Songun and Juche ideologies, where Juche is a
world outlook centered on people and a revolutionary ideology for achieving the independence
of the masses”,
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population remains on the edge of starvation and is largely dependent on
international food assistance. A December 2008 joint report by the Food and
Agriculture Organization of the United Nations (FAO) and the World Food
Programme indicated that some 40 per cent of the population — an estimated
8.7 million people — would need food aid during the 2008-2009 winter, 10

15. The Government of the Democratic People’s Republic of Korea has placed
special emphasis on the development of a military-industrial complex, including a
significant armaments industry and an industry capable of supporting the country’s
nuclear-related, other weapons of mass destruction-related and ballistic missile-
related programmes. Military-related industries of the Democratic People’s Republic
of Korea (which also manufacture dual use items) are virtually indistinguishable
from those supplying civilian needs. The Government reported that for 2009 it had
allocated some 15.8 per cent of its US$ 3.7 billion budget to national defence
expenditures, ! but Government officials and experts with whom the Panel met have
indicated that this figure is significantly understated.

16.  While the Democratic People’s Republic of Korea releases no official statistics
concerning its export trade, estimates prior to resolution 1874 (2009) placed it in the
range of US$ 1.5 and USS$ 3 billion, with the Government running an annual trade
deficit in excess of US$ 1 billion.!2 This continuing deficit, together with a decrease
in overall trade, is having an increased adverse impact on the country’s economy,
especially since the second nuclear test in May 2009, and subsequent imposition of
the further sanctions measures adopted in resolution 1874 (2009).13

17. The Democratic People’s Republic of Korea relies heavily for its foreign
exchange earnings on a very limited range of exports, including rice, pig iron, rolled
steel, cement, machinery of various types, chemicals, magnetite (iron ore), textiles,
armaments and gold. The military sector has also been given a prominent export role
and concentrates on developing overseas markets for its locally produced military
arms and equipment. However, these exports are now subject to Security Council
measures that prohibit Member States from importing or exporting such items to or
from the Democratic People’s Republic of Korea. To supplement its foreign
earnings, the Democratic People’s Republic of Korea has long also been engaged in
illicit and questionable international transactions. These transactions are reported to
include the surreptitious transfer of nuclear-related and ballistic missile-related
equipment, know-how and technology, illicit drug and cigarette smuggling and
counterfeiting of currencies and cigarettes. A number of these surreptitious
procurement and transfer techniques are now being used also to circumvent the
Security Council-mandated controls placed on the country’s exports and imports.

10 See Global Information and Early Warning System (GIEWS) Special Report-DPR Korea,

8 December 2008 (www.fao.org/docrep/01 1/ai475¢/ai475e00.hitm).

1 On 19 April 2009, the first session of the twelfth Supreme People’s Committee officially

approved a 482.6 billion Won budget for 2009 allocating 15.8 per cent (or US$ 545 million) for
national defence.

'2 Sce table 1 of the present report.
'3 While the calculation and publication of 2009 trade statistics are still incomplete, a number of

past trading partners of the Democratic People’s Republic of Korea are known to have curtailed
trade with the country following its second nuclear test in May 2009.
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III.  Security Council measures

18. The Security Council, in resolution 1874 (2009), sought to strengthen and
build upon the measures previously adopted by the Council in resolution 1718
(2006), with a view to convincing the Democratic People’s Republic of Korea to
comply with its Security Council-imposed obligations, to return to the six-party
talks, and to take significant irreversible steps to carry out its undertakings pursuant
to previous six-party talks agreements. The measures adopted were also designed to
inhibit the ability of the Democratic People’s Republic of Korea to acquire
equipment, material, technology and financial and other resources related to its
nuclear-related, other weapons of mass destruction-related and ballistic missile-
related programmes. These measures now include:

* A ban on the provision to the Democratic People’s Republic of Korea of all
items, materials, equipment, goods and technology as specified in the
resolution, as well as other items, material, equipment, goods and technology,
determined by the Security Council or the Committee, which could contribute
to the Democratic People’s Republic of Korea’s nuclear-related, other weapons
of mass destruction-related, or ballistic missile-related programmes;

A ban on the provision of all arms and related materiel to the Democratic
People’s Republic of Korea (with the exception, subject to notification
requirements, of small arms and light weapons and their related materiel);

A ban on the procurement from the Democratic People’s Republic of Korea of
listed and other items determined by the Security Council or the Committee,
which could contribute to nuclear-related, other weapons of mass destruction-
related, or ballistic missile-related programmes;

A ban on the procurement from the Democratic People’s Republic of Korea of
all arms and related materiel, including, small arms and light weapons and
their related materiel;

A ban on the transfer to and from the Democratic People’s Republic of Korea
of financial transaction, technical training, advice, services or assistance
related to the provision, manufacture, maintenance or use of all the items cited
above (except for small arms and light weapons provided to the Democratic
People’s Republic of Korea);

* A ban on the provision of luxury goods to the Democratic People’s Republic of
Korea.

19. In addition, Member States (and relevant international financial and credit
institutions) are also called upon:

* To prevent the provision of financial services or the transfer to, through, or
from their territory, or to or by their nationals or entities organized under their
laws (including branches abroad), or persons or financial institutions in their
territory, of any financial or other assets or resources that could contribute to
the Democratic People’s Republic of Korea’s nuclear-related, other weapons of
mass destruction-related, or ballistic missile-related programmes or activities;

* To refrain from entering into new commitments for grants, financial
assistance, or concessional loans to the Democratic People’s Republic of
Korea, except for humanitarian and developmental purposes directly

11
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addressing the needs of the civilian population, or the promotion of
denuclearization;

* Not to provide public financial support for trade with the Democratic People’s
Republic of Korea (including the granting of export credits, guarantees or
insurance to their nationals or entities involved in such trade) where such
financial support could contribute to the Democratic People’s Republic of
Korea’s nuclear-related, other weapons of mass destruction-related, or ballistic
missile-related programmes or activities; and,

* To exercise vigilance and prevent specialized teaching or training of
Democratic People’s Republic of Korea nationals within their territories or by
their nationals, of disciplines which could contribute to the Democratic
People’s Republic of Korea’s proliferation sensitive nuclear activities and the
development of nuclear weapon delivery systems.

20. Resolution 1718 (2006) also provides for the designation of individuals and
entities engaged in or providing support for, including through illicit means, the
Democratic People’s Republic of Korea’s nuclear-related, other existing weapons of
mass destruction-related and ballistic missile-related programmes. All Member
States are obliged to take steps to prevent the entry into or transit though their
territories of such persons and to freeze immediately funds, other financial assets
and economic resources that are owned or controlled, directly or indirectly, by those
persons or entities, or those acting on their behalf or at their direction.

21. Member States are called upon, by resolution 1874 (2009), to inspect, in
accordance with their national authorities and legislation, and consistent with
international law, all cargo to and from the Democratic People’s Republic of Korea,
in their territory, if the Member State concerned has information that provides
reasonable grounds to believe the cargo contains items the supply, sale, transfer or
export of which is prohibited by the resolution. A special interdiction regime also
authorizes Member States to carry out such inspections, with the consent of the flag
State, on the high seas. And when such consent is not forthcoming, an obligation is
placed on the flag State to “direct the vessel to proceed to an appropriate and
convenient port for the required inspection by local authorities ...”. A Member State
that discovers prohibited items in the course of an inspection is to seize and dispose
of those items. Member States are also obliged to prohibit the provision of
bunkering services to Democratic People’s Republic of Korea vessels suspected of
carrying prohibited items.

22. Paragraph 26 of resolution 1874 (2009) also requested the Secretary-General
to establish a Panel of Experts for an initial period extending to 11 June 2010,
charged with:

(a) Assisting the Committee established pursuant to resolution 1718 (2006)
in carrying out its mandate;

(b) Gathering, examining and analysing information from States, relevant
United Nations bodies and other interested parties regarding the implementation of
the measures imposed by the Council in its resolutions 1718 (2006) and 1874
(2009), in particular incidents of non-compliance;

(c) Making recommendations on actions the Council, the Committee or
Member States may consider to improve implementation of those measures.
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The Panel was also assigned the task of providing both an interim and final report
on its work to the Security Council, with the final report to be submitted to the
Security Council by 12 May 2010.

IV. Panel of Experts

23. The Panel of Experts was appointed by the Secretary-General on 12 August
2009 as follows: !4 David J. Birch (United Kingdom of Great Britain and Northern
Ireland, Coordinator), Masahiko Asada (Japan), Victor D. Comras (United States of
America), Erik Marzolf (France), Young-wan Song (Republic of Korea), Alexander
Vilnin (Russian Federation) and Xiaodong Xue (People’s Republic of China).

24, The Panel of Experts has carried out its work on the basis of the terms of its
mandate provided in paragraph 26 of resolution 1874 (2009) and direction received
from the Committee. Internal decisions have been taken jointly. If, and when,
divergent views have arisen on substantive issues among the members of the Panel,
the perspective of the majority has been reflected, and an opportunity provided for
the presentation of alternative view(s). Information that has been provided to the
Panel of Experts on a confidential or restricted basis has been handled accordingly
and in a manner consistent with the responsibilities of the Panel of Experts pursuant
to resolution 1874 (2009).

25. In carrying out its activities the Panel of Experts has been mindful of the
evidentiary methodological standards established by best practice and recommended
by the Informal Working Group of the Security Council on General Issues of
Sanctions in its report (S/2006/997), relying on verified documents and, wherever
possible, first-hand, on-site observations by the experts themselves.

26. Since it began its work on 14 September 2009, the Panel of Experts has
proactively carried out the various aspects of its mandate pursuant to paragraph 26
of resolution 1874 (2009). This has included examining and analysing reports
submitted by Member States; conducting inquiries, research and travel related to the
implementation of, and compliance with, the measures contained in resolutions 1718
(2006) and 1874 (2009); outreach activities; and advice and assistance to the
Committee and Member States. In this regard, the Panel of Experts has assisted the
Committee in:

* Examining and taking appropriate action on information regarding actual and
alleged violations of measures imposed by Security Council resolutions;

* Considering and taking appropriate action on reports received from Member
States on their inspection or seizure and disposal of cargo;

* Preparing guidance on implementation of paragraph 8 (a) (iii) (luxury goods)
of resolution 1718 (2006), paragraph 10 (small arms and light weapons) of
resolution 1874 (2009) and paragraph 21 (activities of diplomatic missions) of
resolution 1874 (2009);

t4 After one of the experts appointed by the Secretary-General informed the Secretariat that she
could not assume her functions owing to personal reasons, the Secretary-General, in consultation
with the Committee, appointed another expert in her stead and informed the Council accordingly
in a letter dated 27 October (S/2009/555).

10-34840 13



$/2010/571

14

* Conducting a comprehensive review of the Member States’ national
implementation reports pursuant to resolutions 1718 (2006) and 1874 (2009);

* Its deliberation on additional designation of goods, entities and individuals,
Each of these areas will be addressed subsequently in this report.

27. The Panel of Experts intends to continue its work on a number of additional
tasks that, owing to time constraints, have not yet been completed. These tasks

teaching or training of nationals of the Democratic People’s Republic of Korea,
within their territories or by their nationals, in disciplines that could contribute to
the proliferation-sensitive nuclear activities of the Democratic People’s Republic of
Korea and its development of nuclear-weapon delivery systems; examine the use by
the Democratic People’s Republic of Korea of informal financial transfer
mechanisms such as cash couriers and other well-known techniques that can be used
for money-laundering or other surreptitious transactions; and develop guidelines,
tools and best practices related to the vetting of projected investments in and public
financing for, the Democratic People’s Republic of Korea.

28. 1In accordance with paragraph 26 (d) of resolution 1874 (2009), the Panel

presented an interim report to the Security Council on 12 November 2009.15 This

29.  The Panel has also been active in supporting the outreach, dialogue, assistance
and cooperation activities of the Committee. This has included assisting the
Committee in the preparation of informal guidance to Member States concerning the
preparation of national implementation reports and in providing specific guidance,
when requested by Member States, concerning the implementation of measures of
the Security Council resolutions.

Federation (18-19 February 2010). In each of these countries, briefings were
received from Government authorities and non-governmental experts concerning the
political context and rationale for the Security Council measures as well as their
application and efficacy. Briefings were also  provided concerning national

_
13 According to subparagraph 26 (d) of resolution 1874 (2009), the Panel was requested to

“provide an interim Teport on its work to the Council no later than 90 days after adoption of this
resolution”. However, owing to delays in the appointment of the experts, the Security Council
agreed, in informal consultations on 14 September 2009, to delay the deadline for the
submission of the interim report by 60 days.
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implementation and enforcement measures. The Panel will look forward to
conducting a similar visit to the People’s Republic of China.

31. Panel members also visited Busan, Republic of Korea; Yokohama, Japan;
Singapore; Kuala Lumpur, Malaysia; Canberra, Australia; Vienna, Austria; as well
as the Commission of the European Union in Brussels and the International Atomic
Energy Agency in Vienna to obtain information concerning the implementation and
enforcement of the Security Council measures and related compliance issues. On the
occasion of the Panel’s participation in the seventeenth Asian Export Control
Seminar held in Tokyo from 26 to 28 January 2010, Panel members had the
opportunity to exchange views with and collect information from most of the
26 participating countries and territories regarding the effective implementation of
the resolutions. Furthermore, Panel members consulted with non-governmental
experts on reported Democratic People’s Republic of Korea-related illicit arms
trade, ballistic missile and nuclear proliferation activities, as well as concerning the
modalities of cargo forwarding, inspection and interdiction. During their visit to
Busan, the Panel members had the opportunity to investigate the seized protective
suits on which the Republic of Korea reported to the Committee. The Panel is
awaiting similar opportunities with regard to other compliance-related cases
reported to the Committee.

32. The Panel of Experts has conducted its travel in accordance with modalities
established by the Committee, and reflected in its note verbale dated 1 February
2010 (S/AC.49/2010/0C.4).1¢ In this regard, the Panel has provided written reports
to the Committee concerning these visits.

Reports of Member States

33. Resolutions 1718 (2006) and 1874 (2009) specifies two types of reporting by
Member States. One involves reporting to the Security Council on the steps Member
States have taken to implement the measures imposed by both resolutions and the
other is to report to the Committee on cases of inspection, seizure and disposal of
cargo whose provision is prohibited to or from the Democratic People’s Republic of
Korea.

National implementation reports

34. Paragraph 11 of resolution 1718 (2006) calls upon all Member States to report
to the Security Council on “the steps they have taken with a view to implementing
effectively the provisions of paragraph 8” of the resolution. This reporting system is
reiterated in resolution 1874 (2009), paragraph 22, in which the Council calls upon

The Committee informed the Panel, in its note verbale (S/AC.49/2010/0C.4) dated 1 February
2010 that, with regard to modalities for travel, the Panel is required to ensure that travel is
related to carrying out the Panel’s mandate, as specified in paragraph 26 of resolution 1874
(2009); to provide the Committee with an advance notice of any travel, including a draft
itinerary and proposed objectives, at least two weeks before departure, and in the event of urgent
travel as much advance notice as possible; to provide the Committee with a written report on
each visit as soon as possible after returning (preferably within two weeks); and, to meet at least
once a month with the Committee to brief the Committee on the Panel’s activities, including
travel, and answer questions from Committee members.
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all Member States to report to the Council on “concrete measures they have taken in
order to implement effectively the provisions of paragraph 8 of resolution 1718
(2006) as well as paragraphs 9 and 10 of this resolution, as well as financial
measures set out in paragraphs 18, 19 and 20 of this resolution”. Submission of
national implementation reports is important to an overal] evaluation of the steps
being taken to implement the Security Council measures and to ensure they are
implemented effectively.

35. As at 30 April 2010, 73 Member States and the European Union had submitted
their national implementation reports pursuant to resolution 1718 (2006) and
48 Member States had done SO pursuant to resolution 1874 (2009). An analysis of
the 112 non-reporting/late—reporting Member States indicates that 5] are in Africa,
28 in Asia, 25 in Latin America and the Caribbean, 6 in Eastern Europe and 2 in
Western Europe. It is noted by the Panel that the Democratic People’s Republic of
Korea historically has had trade relations with many of these non-reporting/late-
reporting Member States.

36.  The number of national reports submitted to date pursuant to resolutions 1718
(2006) and 1874 (2009) appears consistent with other Security Council resolutions

indicate that reasons for this may include a lack of resources, a lack of experience, a
lack of awareness, insufficient understanding, different national priorities, and time-
consuming inter-agency procedures. It is presumed that many of these same reasons
may have contributed to the large number of Member States not submitting their
reports in a timely fashion, A study by the Panel of Experts of the reasons for the
non-reporting or late-reporting by Member States pursuant to resolutions 1718
(2006) and 1874 (2009) could serve to improve this situation.

Committee to help stimulate increased and more in-depth reporting concerning
national implementation of the measures contained in the resolutions. These
recommendations were contained in its February 2010 Quarterly review update
report to the Committee. That report suggested, among other measures, that the
Committee send a note verbale reiterating the importance attached to these national
implementation reports. It was also suggested to send a note verbale to indicate the
availability of assistance from the Committee and the Panel of Experts in this
regard. Outreach activities undertaken by the Committee and the Panel of Experts
would also prove useful. Such outreach could include briefing by the Committee

both resolutions and an informal guidance paper on preparing reports be prepared by
the Committee with the assistance of the Panel of Experts.

38. The national implementation reports submitted to date vary considerably in
content, detail and format, Several set forth in detail the measures taken by Member
States to implement the resolutions, and also include measures taken by them
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autonomously. A large number of reports, however, state only that steps have been
or will be taken to implement the resolution but provide little or no detail. A number
of reports make reference only to the names and citations of legislation. It was clear
that a number of Member States had not enacted all necessary measures within the
reporting time frame provided for by the resolution. It would be difficult, if not
impossible, for the Panel of Experts to evaluate the implementation of resolutions
1718 (2006) and 1874 (2009) based solely on such limited level of information.
Member States should be reminded that paragraph 22 of resolution 1874 (2009)
calls upon Member States to report on the “concrete measures” taken to implement
provisions of both resolutions 1718 (2006) and 1874 (2009).

39. There appear to be certain lacunae in the resolutions with regard to the
measures about which Member States are called upon to report. For example,
Member States are not called upon by resolution 1874 (2009) to report on the
measures taken to prohibit the provision of bunkering services to vessels of the
Democratic People’s Republic of Korea suspected of carrying prohibited items
(para. 17) as well as measures taken to prevent specialized teaching or training of
Democratic People’s Republic of Korea nationals of disciplines that could
contribute to the proliferation sensitive nuclear activities of the Democratic People’s
Republic of Korea and the development of nuclear weapon delivery systems
(para. 28). As the measures taken to implement those provisions are important to
evaluate the steps being taken to implement the resolutions, all Member States
should be invited to include them in their national implementation reports. The
detailed inspection-related provisions of resolution 1874 (2009) concerning
inspection of cargo (para. 11), inspection on the high seas (para. 12), the obligation
to direct the vessel to a port (para. 13), and seizure and disposal of items (para. 14)
should be treated similarly, as they constitute useful information complementary to
those provided under paragraph 8 (f) of resolution 1718 (2006), regarding the
“cooperative action including through inspection of cargo” that Member States are
called upon to take. The reporting by Member States on the implementation of these
measures could also assist the Committee and the Panel of Experts in the targeting
of awareness and outreach activities.

Compliance-related reports (inspection, seizure and disposal)

40. Paragraph 15 of resolution 1874 (2009) requires that any Member State that
undertakes an inspection or seizes and disposes of cargo promptly submit “reports
containing relevant details to the Committee on the inspection, seizure and
disposal”. The resolution in paragraph 16 also specifies that Member States that do
not receive the cooperation of the flag State to authorize inspection of the vessel on
the high seas or to direct the vessel to a port for inspection are required to report
such refusals to the Committee with the relevant details. The obligation to submit
such inspection-related reports is underscored by the fact that the Security Council
chose specifically to “require” such reports. As inspection, seizure and disposal are
to be conducted in cases of suspected non-compliance with the measures imposed
by the resolutions, the Panel has chosen to describe these reports herein as
“compliance-related reports”.
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41. Six non-compliance cases have been reported to the Committee since the
adoption of resolution 1874 (2009).17 Upon receiving these reports, the Committee,

Member States should be reminded that paragraph 27 of resolution 1874 (2009)
“urges all States ... and other interested parties, to cooperate fully with the
Committee and the Panel of Experts, in particular by supplying any information at
their disposal on the implementation of the measures imposed by resolution 1718
(2006) and this resolution™.

42. The Panel of Experts believes that consideration should also be given to
including in compliance-related reports those cases where inspections have been

(i.e. denied cases) should also be reported. It should be recalled that the Panel of
Experts is mandated to examine and analyse all “incidents of non-compliance”,
Non-compliance in this context should be interpreted to include not only interdicted
cases, but also accomplished, attempted and denied cases. Here again, it should be
recalled that all States and other interested parties are urged to cooperate fully with

the Committee and the Pane] by supplying relevant information at their disposal. 12

V1. Trade-related measures

A. Overview

43.  According to trade statistics compiled by the International Monetary Fund, the
Democratic People’s Republic of Korea, prior to the imposition of Security Council

1% See annex B to the present report.
' For example, Austria and Japan have provided the Panel of Experts, in response to its request,
with relevant information on non-compliance and other related cases which they were not
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with many of these countries, particularly in terms of exports to the Democratic
People’s Republic of Korea. Several countries such as the United States, Japan,
Australia, the Republic of Korea, and the members of the European Union have
placed further domestic restrictions on trade, investment and financial dealings with

the Democratic People’s Republic of Korea.

Table 1

Estimated trade of the Democratic People’s Republic of Korea with selected

trading partners, 2000-2009

(in millions of United States dollars)

Democratic People’s Republic of Korea exports (to the following countries)

2000 2001|2002 2003 2004| 2005] 2006| 2007 2008] 2009
World 1319 1171 1291} 1266| 1561| 1568] 1909 2535{ 2801 —
Republic of Korea 152 176 272 289 258 340 520 765 932 934
iChina 37 167 271 395 5821 497 468 582 754 501
United States 0 0 0 0 1 0 0 0 0 0
Uapan 257 2261 236 174 164 132 78 0 0 0
Russia 8 15 10 3 5 7 20 34 14 21
IEuropean Union 140 86 76 75 145 66 196 87 153 79
Indonesia 1 2 3 0.4 7 9 0.5 3 8 8
IMalaysia 2 1 0.2 0.2 0 0.2 0.4 2 2 0.2
Philippines 0 0 0 0 0 0 0 0 0
ISingapore 3 3 1 1 2 7 1 0.3 2
Thailand 20 24 44 51 90 132 168 36 29 14
Democratic People’s Republic of Korea imports (from the following countries)

2000 2001} 2002 2003 2004| 2005] 2006 2007] 2008| 2009
iWorld 1859 3086| 1973} 2051| 2616] 3388( 2908 3437| 4127 —
Republic of Korea| 273 2271 370 435) 439 715 830| 1032 888 745
China 451 573 467 628 795| 1085) 1232) 1392) 2033] 1210
United States 3 0.7 25 8 24 6 0 2 52 I
Uapan 207} 1065 133 91 89 63 44 9 8 3
IRussia 36 56 47 112 205 224 191 126 97 41
Furopean Union 183 235 290 266 176 202 157 79 145 109
Indonesia 14 4 2 2 4 7 13 0.4 7 8
Malaysia 1 7 4 7 20 17 7 8 17 I1
Philippines 0 0 0.4 0.3 0.1 0.1 0.1 0 0 0
Singapore 46 112 84 60 55 73 60 55 120 55
(Thailand 184 106 172 2047 239 206 227 192 48 30
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